RESILIENCE
SECURITY PROTECTION

PROGRAMME

10.00+10.10
10.10+10.30

10.30+10.50
10.50+11.10
11.10+11.30
11.30+12.00

12.00+12.15
12.15+12.30

12.30+12.45

12.45+14.00
14.00+15.20
15.20+15.30
15.30+16.00

Workshop

Protecting Critical Infrastructures

21 January 2011
Via Laurentina, 760 Eur Rome, Italy

Welcome (Giovanni Violante, Selex Sl)

CyberShield: the Selex Sl Critical Infrastructure
Protection perspective (Marco Davide, Selex Sl)

The INSPIRE project (Salvatore D'Antonio, CINI)
Main INSPIRE results (Luigi Romano, CINI)
Coffee break

Offline Security Framework
Michal Choras, ITTI)

Using MPLS for security  (Stefano Avallone, CINI)

Detecting and responding to attacks on WSN
D’Antonio, CINI)

Using peer-to-peer overlay (Daniel Germanus, TUD
Darmstadt; Marcello Antonucci, Selex SI)

(Elyoenai Egozcue, S21sec;

Lunch break

Demonstration of INSPIRE technologies and tools
Follow up, ongoing and future projects

Q&A session

Additional info
Fabrizio Margaresi - fmargaresi@selex-si.com

Salvatore D’Antonio - salvatore.dantonio@uniparthenope.it

Please register at:

Fabrizio Margaresi - fmargaresi@selex-si.com — tel. +39.06.5027.4232
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functioning of a society and its
economy. They are often found in industrial production, as well as energy,
telecommunication, transports, water supply, agriculture, and other sectors.
Information Infrastructures have become a key building block of virtually all
Critical Infrastructures (CIs) which are in operation and under construction
today. As such, Critical Information Infrastructure Protection (CIIP), i.e. the
design of policies and strategies for guaranteeing resilient (both to faults and
attacks) operation of Critical Information Infrastructures (CIIs), is receiving a
growing attention. The objective of this workshop is to present to the CI
operations stakeholders the results obtained by the INSPIRE (http:/
www.inspire-strep.eu/) project, aimed at developing novel techniques to protect
communications of SCADA systems which are a core component of Cl. These
techniques allow to harden existing legacy systems, as well as design a new
generation of systems, more secure and resilient right from design.
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