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A SCADA(Supervisory Control And Data Acquisition) systemis composed of a central core, where 
system information acquisition and control are concentrated, and a number of Remote Terminal Units 
(RTUs) equipped with limited computational resources. RTUs communicate with the centre by sending 
to and receiving from it short real-time control messages.

SCADA systems are receiving more and more attention, since they are a key component of virtually all 
Critical Infrastructures (CIs) as  power grids, gas and oil distribution, and automation plants. 
Increasingly, the pressures of modernization, integration, cost, and security have forced SCADA 
systems to migrate from closed proprietary systems and networks towards Commercial Off The Shelf 
(COTS) software and hardware products, standard network protocols, and shared communication 
infrastructure.  Additionally, emerging network technologies - and particularly Wireless Sensor 
Networks (WSNs) - are being increasingly used in new generation SCADA systems. 

Evidence is showing that Critical Infrastructures (CIs) are exposed to major security risks.

Cyber-spies have penetrated the U.S. electrical grid and left behind software programs that could be 
used to disrupt the system [Reuters].

Applicabilityof INSPIRE 



Å Monitoring is performed by means of different kinds of probes, such as network traffic analyzers, 
log parsers, etc. 

Å The Diagnostic process clearly identifies the damaged components, and assesses the extent of 
damage in individual components, in order to determine the effective fault/intrusion treatment 
and system reconfiguration actions (based on the adjudged causes of system misbehaviour).

Å Reconfiguration employs a policy-based approach to enforce remediation strategies aiming at 
mitigating the effects of the attack, as well as at isolating the attacker(s).

INSPIREincreases the security and resilience of infrastructure control systems  by means of a self-
reconfigurable architecture suitable for SCADA systems.

INSPIRE designs and implements:

Å Techniques for diagnosis of attacks and failures, and recovery.

Å A Peer-to-Peer  (P2P) overlay communication architecture to enhance the dependability of SCADA
data transport.

Å An MPLS (Multi-Protocol Label Switching) -based communication architecture to meet 
requirements of SCADA systems.

Å Methods to identify and assess SCADA vulnerabilities. 

Å An ontology to represent the knowledge base of field and a decision-aid tool using ontology 
notations and inference engine in order to propose/recommend solutions to the operator.

The INSPIREself-reconfigurable architecture comprises the following main functional blocks: Monitor, 
Diagnoser, Reconfigurator.



Five countries are involved with industry and academic organizations: 
Italy, Germany, Poland, France, and Spain.

Further information:           www.inspire-strep.eu info@inspire-strep.eu

ACADEMY
ÅConsorzio Interuniversitario Nazionale per 

lôInformatica (Project Coordinator) (ITA)

ÅTechnical University of Darmstadt (GER)

ÅSELEX Sistemi Integrati (ITA)

ÅITTI (SME) (POL)

ÅThales Communications (FRA)

ÅS21sec Information Security labs (SME) (SPA)

ÅKITE Solutions (SME) (ITA)

ÅCentre for European Security Strategies (GER)

INDUSTRY

http://www.inspire-strep.eu/
http://www.inspire-strep.eu/
http://www.inspire-strep.eu/
http://www.inspire-strep.eu/

